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Research Overview: 13 Vulnerabilities
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Chipset Vulnerabilities
The chipset contains USB, SATA, and PCle bridge controllers
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Platform Security Processor Vulnerabilities
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Demo: Ryzen Desktop machine

Ryzen 5
Biostar B350GT3
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The Platform Security Processor (PSP)

& Security Subsystem similar to Intel ME / Apple Secure Enclave
& First version introduced by AMD in 2013

© Massively revised in the Zen architecture (2017)

Root of Trust
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Secure '
Processor




The PSP has powerful capabilities
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The PSP has powerful capabilities
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The PSP has powerful capabilities
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The PSP has powerful capabilities
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The PSP has powerful capabilities
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The PSP is controversial
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The PSP is everywhere

Ryzen PCs Ryzen Mobile Laptops

EPYC Servers Vega GPUs




Pwning the PSP



The PSP Firmware resides in SPI ROM (BIOS Image)

AMD SECURE PROCESSOR

A Dedicated Security Subsystem

= AMD Secure Processor integrated within SoC
32-bit microcontroller (ARM Cortex-A5)

= Runs a secure 0S/kernel

= Secure off-chip NV storage for firmware and
data (i.e. SPI ROM)

= Provides cryptographic functionality for
secure key generation and key management

= Enables hardware validated boot

Hardware Root of Trust Provides
Foundation for Platform Security

AMD SoC

Root of Trust

AMD
Secure
Processor

S —




UEFITool lets

{:} UEFITool NE alpha 44 - 8026V101.B20
File  Action View Help
Structure
| Name Action
v UEFI image
Padding
FA4974FC-AF1D-4E5D-BDCS.-
Padding
AF1C5203-D824-4D2A-A2F8..
FE49FC2D-CBED-4262-AD51.
61CBF511-A691-4F54-974F..
<
Parser f f Search

parsePadFileBody: non-UEF] data found in pad-file

Builder

Type
Image
Padding
Volume
Padding
Volume
Volume
Volume

us examine BIOS images

Subtype Text
UEFI

Non-empty

FFSv2

Non-empty

L

[

ul
il

S

e

— O *
Information
Offset: @h '
Full size: 1@@@@een (16777216)
Memory address: FFG28888h

Compressed: No
Fixed: Yes




The PSP firmware resides in a “padding” area

&

tructure Information
Name Action Type Subtype Taxt Offset: S57088h
~ UEFI image Image UEFL [E90). 06 SANEREN, LIRS
Padding . . Msmory address: FFES7888h
FA4974FC-AF10-4E5D-BOCS. G Hex view: Padding i
Paddiﬂg FE E EF FE 4 = FF EF OFE E EFF FE 4 3 Y
4F1C5203-D824-4D2A-A2F8.. bt AR A Al A il i
Fo49FC2D-CBES-4262-ADS]... @1FFE@ FF FF FF FF FF FF FF FF EE FE FF FF FF FF
61CeF511-AB91-4F54-974F.. @1FFF@ FF FF FF FF FF FF FF FF FI FF FF FF FF FF FF
ezeece HTNETIEEREL: Co B6 C6 BF 18 90 @0 @@ Ae 24 e ep i
228010 22 69 0B 02 48 B2 B2 B2 B8O 74 @7 FF 80 B0 82 29 ¥
820020 81 68 0O D2 20 BO Pl O 9O 94 1A FF OGS GO BB B9 | ......... V.
828838 83 68 00 02 48 (5 00 €8 88 77 @7 FF 68 &5 oD o8 8E W.¥.
828040 85 60 G0 OB 50 E4 D1 B8 BG 40 BF FF 00 0 0B 28 |, RN - I, | TR
828850 84 B2 B8 B2 40 B3 B B2 88 25 @A FF B2 22 B2 28 8 o -
e2e868 12 08 B8 B 48 3E 60 B9 BO 29 BA FF 68 28 60 8 b it
82878 21 62 20 B2 18 B3 00 BO BD 6B BA FF 98 88 BB 88 | ... vves T
828888 24 98 88 88 C8 eC 22 88 88 59 8A FF 22 B2 88 ee S...i. . e
828893 38 B0 @9 80 49 6C 20 P9 88 Vo BA FF B0 20 98 68 | 9...8. LTI T
822048 31 02 22 2 E2 BE 02 90 B0 B3 @A FF 02 20 &2 88 | 1...39... V..
222088 32 @9 o0 90 7O B3 BE 00 B8 FF 8@ 20 00 o8 | 2.. ﬂf-..?.?..
g2eeCe 33 62 o0 08 DO DA B2 B2 B8 FF 8 28 20 28 3,..DU...§,?,.
ezeeld 34 68 o0 90 190 EC B2 20 B8 FF &6 80 &8 08 | 4....1...1.¥..
2288E8 35 68 08 00 58 Fo B B2 B8 FF 8 88 68 08 | 5...P3...».¥..
B288F0 36 68 B0 98 20 BD /0 B8 B8 FF 68 66 8@ 08 |6... X...~.¥....
8281060 42 82 28 B2 22 B4 B2 P2 B8 FF 28 88 82 08 @.. e, e
EZullE = FF r-u- =|= FF FF EF I-'-F FF FF FF r-u- =|= FF 20
828128 FF FF FF FF FF FF FF FF FF FF FF FF FF FF
- 828130 FF FF FF FF FF FF FF FF FF FF FF FF FF FF
828148 FF FF FF FF FF FF FF FF FF FF FF FF FF FF




ARM code inside

uri@uri:~$ binwalk -A padding.bin

DECIMAL

206712
268580
268652
268668
268684
268780
268792
270372
520402
989088
1906212

HEXADECIMAL

0x32778
0x41924
0x4196C
0x4197C
0x4198C
0x419EC
Ox419F8
0x42024
Ox7F0eD2
OxF17A0
0x1D1624

DESCRIPTION

ARM
ARM
ARM
ARM
ARM
ARM
ARM
ARM

ARMEB instructions, function prologue
ARM instructions, function prologue
ARM instructions, function prologue

instructions,
instructions,
instructions,
instructions,
instructions,
instructions,
instructions,
instructions,

function
function
function
function
function
function
function
function

prologue
prologue
prologue
prologue
prologue
prologue
prologue
prologue
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; CODE AREF: Sub_ZDD4+00ip
; sub_333C+25}p -
Hoofir HE
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The Boot Process is a chain of verification

! Boot ROM I

SPI Flash

[ 1

AMD Public Key Bootloade Secure QS Data

BIOS Code




The Boot Process is a chain of verification

! Boot ROM I

SPI Flash

AMD Public Key Bootloader Secure 0S Data
BIOS Code




The Boot Process is a chain of verification

PSP
Boot ROM

SPI Flash

AMD Public Key Bootloader Secure OS Data
I ode




The Boot Process is a chain of verification

PSP

Boot ROM

SPI Flash

AMD Public Key Boo

n
tloader Secure OS Data
BIOS Code




The Boot Process is a chain of verification

PSP
Boot ROM

SPI Flash

PSP Firmware

AMD Public Key Bootlbader Secure OS Data
Verify
BIOS Code




PSP firmware is comprised of individually signed modules

PSP Directory

AMD Public Key Bootloader Secure OS Data i




Every PSP Module has a header and body, which are signed by the

AMD Public Key

2048-bit RSA signature




A field in the module’s header determines what is signed

signed part_size total_size

Hex View

FF951400: 00 00 00 00 ©0O OO 00 OO OO OO OO OO OO PO|00 90 ........cocceeuee
FF951410: 40 B3 00 00 00 $PS1@......c00..
FF951420: e o e T T T
FF951430: DO s = T YIE:
FF951440: el EEA S| T En e
FF951450: R o oo o o
FF951460: IR (A e...
FF951470: L T T
FF951480: D e o e o e I e
FF951490: DO e e =l ="
FFO9514A0: B T o T
FF9514B0: R oo o
FF9514(C0: Gt e A S
FF9514D0: I e o e o o o e
FF9514E@: I e e T T
FF9514F@: I e e o =
FF951500: o I e e T
FF951510: I T T R i
FF951520: B L o o o e e
FF951530: I T e
FF951540: H2 s s e

31

PSP Module (Code)




Some modules have signed_part_size = (

uri@uri:~$ python find_issues.py

Checking
Checking
Checking
Checking
Checking
Checking
Exiting..

uri@uri:~$

FF149400.
FF159400.
FF178100.
FF17C000.
FF17F000.
FF262100.




An example PSP data module

Hex View

FFA98800:
FFA98810:
FFA98820:
FFA98830:
FFA98840:
FFA98850:
FFA98860:
FFA98870:
FFA98880:
FFA98890:
FFA988A0:
FFA988B@:
FFA988(@:
FFA988D0:
FFA9B88E@:
FFA988F0:
FFA98900:
FFA98910:
FFA98920:
FFA98930:
FFAS8940:

PSP Module (Data)

e

ee
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In data modules — the signature only covers the header!




We can use the header and its signature to create any
legitimate PSP module



We can replace an existing module, and pass all signature
checks!

PSP Directory

101'1 101'1 m"l m"|

101
on
AMD Public

on on on on




f. ACHIEVEMENT UNLOCKED

Unsigned code execution

Masterkey-1




Name=AMD EPYC 7281 16-Core Processor
SystemCreationClas
Systemhlam
PS C:'\wi
PS C:
TruecrBolF

PS C:\Windows\system32s
PS5 C:\Windows\system32s

WIN-ABDEV3S33IN
dows \systemd2>

Name=\in32_Computersystem

\Windows\system32> Confirm-SecureBootUEFT

PS C:\Windows\system32> PS C:\Windows\system3z> cd \

PS C:\> PS Ci\> dir
Directory: €1\

LasthriteTime

7/16/2016
3/18/2018 11:18 AM
7/16/2016 6:23 AM
3/18/2018  6:30 AM
3/19/2018 11:36 AM
3/8/2018  2:21 MM

- 3/9/2018  2:21 AM
e 3/18/2018  7:56 PM

PS C:\> PS C1\> o

Length Name
Perflogs
Program Files
Program Files (x86)
Users
Windows
391792 AFUWINXS4.EXE
17616 amifldrvéd.sys
16777216 BIOS_Tyan_Infected.ROM

Recy

+« Dashboard

& Dashboard

1200 PM
~ T 3000




f. ACHIEVEMENT UNLOCKED

Unsigned code execution

VENCILCIA

@ Nice and all, but

& Requires restart or entering sleep state before our code can be executed

® What else can we find?




H Memory

AE&JEE@;&“‘* o] 25 1| €

Q0004000 DES0CHO0 COG0000L { u Teut

0ooo DO000OF 26500 a7 0 &
oo e SEChER \EODOC 123456789A8

Ho0a10 o O

T D009CEC3

DDOGFO00 - 0000 AGn

i taisk FFFFFFFF rerrRF | D00O0O00000000000
50000078 FFFFEFF 0ooc e

P26120

HES452

E6BE

ooocooo 120001

OOooOOooooooooooon

EFFFFFEF = EFFE [ JO00O0O00000008




Mailbox communication is done through MMIO and shared
buffers in RAM

X86 Processor Platform Security
Processor

MMIO Registers

CMD

Pointer to Args

PSP




Partial list of Mailbox commands

#define MBOX_BIOS_CMD_DRAM INFO ox01
#define MBOX_BIOS_CMD_SMM_INFO 0x02
#define MBOX_BIOS_CMD_SX_INFO NCE
#define MBOX_BIOS_CMD RSM_INFO Ox04
#define MBOX_BIOS_CMD_PSP_QUERY Ox05
#define MBOX_BIOS_CMD_BOOT_ DONE OX06

#define MBOX_BIOS_CMD_CLEAR_S3_STS ©x07
#define MBOX_BIOS_CMD_S3 DATA_INFO 0x08

#define MBOX_BIOS_CMD_NOP 0x09
#define MBOX_BIOS_CMD_ SMU_FW Ox19
#define MBOX_BIOS CMD_SMU_FW2 oxla
#define MBOX_BIOS CMD_ABORT oxfe

t https://github.com/coreboot/coreboot/blob/master/src/soc/amd/common/block/include/amdblocks/psp.h




Command 08h = Compute HMAC

#tdefine
#tdefine
#define
#tdefine
#tdefine
#tdefine
#define
#tdefine
#tdefine
#tdefine
#tdefine
#tdefine

MBOX_BIOS_CMD DRAM_INFO
MBOX_BIOS_CMD_SMM_INFO
MBOX_BIOS_CMD_SX_INFO
MBOX_BIOS_CMD_RSM_INFO
MBOX_BIOS_CMD_PSP_QUERY
MBOX_BIOS_CMD_ BOOT_DONE
MBOX_BIOS CMD CLEAR S3_STS
MBOX_BIOS_CMD_S3 DATA_INFO
MBOX_BIOS_CMD_NOP
MBOX_BIOS_CMD_SMU_FW
MBOX_BIOS_CMD_SMU_FW2
MBOX_BIOS_CMD_ABORT

0x01
0x02
Ox03
0x04
Ox05
0Xx06
0x07 I
Ox08
0x09
0x19
Ox1la
Oxfe

struct mbox s3 data info buffer {
QWORD address;
QWORD size;
unsigned char hmac out[32];




PSP reads memory for you

Physical Memory (RAM)
0x0

Compute HMAC
Address = 0x4000000
Size=0x10

Shared Buffer

RESULT =

0x4000000
Read

112C72FECD(01B8445B393B10A2F295. ...

44



Privileged Memory Locations

©® SMM

& Other virtual machines
® Credential Guard ?



Credential Guard - Credentials are stored on isolated Virtual
Machine

VM Running Windows (VTL-0) Virtualization-Based security (VTL-1)

LSASS LSAlso

NTLM NTLM support Single sign-
on
Kerberos support Siedentals

Hypervisor

PSP

, 46
A 11111 8




The PSP has full access to physical memory, including VTL-1

VM Running Windows (VTL-0) Virtualization-Based security (VTL-1) [ |

LSASS LSAlso

NTLM NTLM support Single sign-
on

Kerberos support Siedentals

— 1

47




The PSP will read privileged memory for you

VM Running Windows (VTL-0) Virtualization-Based security (VTL-1)

LSASS LSAlso

NTLM NTLM support Single sign-
Attack on
ttacker .
Process Kerberos support credentials

T

Compute = ) 7 Read
HMAC “ToonNr

48




What if we compute HMAC on a single-byte?

0x00 = 743771B093E5F45526274762E2723D56B6E82273402C4D67C65D48563C658502



We can build a translation table!

0x00 = 743771B093E5F45526274762E2723D56B6E82273402C4D67C65D48563C658502
0x01 = 93F17EA603A23F3A55BCC80206EE7DBBBCEA/B58684 70FFEZDF67DB1/E2FA3I1
0x02 = 4749A3A56843611245E3C7070CE396C6225546EBO3EOECIDOF6423815E98E901
0x03 = FC5B2C165C3BC3CA503E62CEB00712F02FB814B44AFEA29915CACT1BE2B3B1B2F
0x04 = 112C72FECD01B8445B393B10A2F29552528386185522913BE44684DE78965679
0x05 = 80429C59A5704A361112A27FF6C72899AB2E32AAS7F32411AACDCA68CB180B3E
0x06 = 1BA839DESC412DF5D5368A7209C29F30D976BOCFE3D95925FECT156AA0C02E24
0x07 = C906BB0687AD289C4E063ACA3355A84CCDF4528CCA5E970E23B779F32C0435D7
0x08 = CE52670F68F0CA109128E1F57E271BDA470EBI83A430D438E71BDFDOBI228EAGD
0x09 = 629DA6A43E2DIB5C18189013C486BCB16DA10F2F411338D0708112E8332946CC
0x0A = 158F30A2B67747F15F5697FC3E9E66D86CBFDICBE/839C2C0C735080C2D5BC19
0x0B = AAGIF104AFF8761B45A62F3F002C58A8B0B181FFCE745A84E8AD75946DDACTAN
0x0C = CAB9E96F2E35373EA22ACAGF3EA352B6A60C5A5E0COF4A29BC29FDC7FDCEEBS




ACHIEVEMENT UNLOCKED
Dump VTL-1 Memory

(
Ryzenfall-1

& Dump passwords & hashes in VTL-1 memory




Ryzenfall-1

% Cool. But can we hijack the PSP in runtime?




SMM _INFO — Initialize PSP-to-BIOS communications

f#tdefine
#define
#tdefine
#tdefine
#tdefine
#define
#tdefine
#tdefine
#tdefine
#tdefine
#tdefine
#tdefine

MBOX BIOS CMD DRAM INFO
MBOX_BIOS CMD_SMM_INFO
MBOX_BIOS_CMD_SX_INFO
MBOX_BIOS_CMD_RSM_INFO
MBOX_BIOS_CMD_PSP_QUERY
MBOX_BIOS_CMD_ BOOT_DONE
MBOX_BIOS_CMD CLEAR_S3_STS
MBOX_BIOS_CMD_S3 DATA_INFO
MBOX_BIOS_CMD_NOP
MBOX_BIOS_CMD_SMU_FW
MBOX_BIOS_CMD_SMU_FW2
MBOX_BIOS_CMD_ABORT

0x01
0x02
0x03
0x04
Ox05
OXx06
0x07
Ox08
0x09
0x19
Ox1la
Oxfe



PSP uses PSP-to-BIOS to access SPI Flash

DRAM
Shared Buffer

/ A

e cPU | .
(BIOS) ////

SPI Flash



[1] The PSP first writes its

request to the P2C shared DRAM
buffer Shared Buffer

PSP - CPU I,

SPI Flash

P2C Interface Flow




[2] SMI triggers SMM code
to process the request from DRAM
the shared buffer. Shared Buffer

PSP CPU by
7

SPI Flash

P2C Interface Flow




[3] SMM code reads/writes
data to/from SPI flash on DRAM
behalf of the PSP Shared Buffer

ES(E CPU ///
/

SPI Flash

P2C Interface Flow




[4] Results are written back

to the shared buffer, and the | | pram
PSP is signaled. Shared Buffer

ES(E CPU ///
/

SPI Flash

P2C Interface Flow




[5] PSP reads the result from
the same shared buffer. DRAM

Shared Buffer

ES(E CPU ///
/

SPI Flash

P2C Interface Flow




SMM _INFO sets the shared buffer and SMI information

DRAM
I Shared Buffer

MBOX_BIOS_CMD_SMM_INFO

PSP l CPU
SMI 4,

SPIFlash




To trigger an SMI, the PSP applies a bitmask to an address in
memory

PSP Address e CPU

|

struct SmiTriggerInfo {
u64 Address;
u3d2 Type;
MBOX_BIOS_ CMD_SMM_INFO —» u32 ValueSize;
u32 AndMask;
u32 OrMask;




SMM_INFO Handler initializes PSP-to-BIOS in PSP Memory

VOID HandleSmmInfo(struct SmmInfoRegBuffer *pSmmInfo)
{

*GLOBAL_PSP_TO BIOS BASE = pSmmInfo->PspToBiosBase;
memcpy (&GLOBAL _SMI TRIGGER_INFO, pSmmInfo->SmiTrigInfo,
sizeof(struct SmiTriggerInfo));




GenerateSMI - SMI trigger routine in PSP Firmware

VOID GenerateSMI() // Flip some bits in memory to generate an SMI

{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)
goto err;

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize;
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy (&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy (dwTriggerAddress, &dwSmiValue, size);

/] .. 63




ValueSize is sanity-checked

VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;

DWORD dwTriggerAddress;

SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)
goto err;

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize;
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy (&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;

memcpy (dwTriggerAddress, &dwSmiValue, size);

o —




pSmilriggerinfo->Address is mapped into PSP address space

VOID GenerateSMI() // Flip some bits in memory to generate an SMI

{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)
goto err;

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize;
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy (&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy (dwTriggerAddress, &dwSmiValue, size);

/] s s




The PSP applies the bitmask and writes back to RAM

VOID GenerateSMI() // Flip some bits in memory to generate an SMI

{

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)
goto err;

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize;
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy (&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;
memcpy (dwTriggerAddress, &dwSmiValue, size);
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ValueSize is dereferenced twice! Hmm..

VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;

DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL SMI TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)
goto err;

/[// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize;
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy (&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;

memcpy (dwTriggerAddress, &dwSmiValue, size);
/] ...




Double fetch -- We can switch ValueSize under its feet!

VOID GenerateSMI() // Flip some bits in memory to generate an SMI

{

Window of
opportunity

DWORD dwSmiValue;
DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL SMI TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)
goto err;

/[// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize;
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy (&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;

memcpy (dwTriggerAddress, &dwSmiValue, size);
/] ... 68




Stack overflow!

VOID GenerateSMI() // Flip some bits in memory to generate an SMI
{

DWORD dwSmiValue;

DWORD dwTriggerAddress;

struct SmiTriggerInfo *pSmiTriggerInfo = &GLOBAL_SMI_TRIGGER_INFO;
if (1 << pSmiTriggerInfo->ValueSize != 4)
goto err;

/// ... redacted for brevity...
DWORD size = 1 << pSmiTriggerInfo->ValueSize;
dwTriggerAddress = dma_map(pSmiTriggerInfo->Address, size, &dwTriggerAddress);

memcpy (&dwSmiValue, dwTriggerAddress, size);
dwSmiValue = dwSmiValue & pSmiTriggerInfo->AndMask;
dwSmiValue = dwSmiValue | pSmiTriggerInfo->OrMask;

memcpy (dwTriggerAddress, &dwSmiValue, size);
/] ...




/. ACHIEVEMENT UNLOCKED

Hijack the PSP

Ryzenfall-4

® Double fetch leads to stack overflow

& No stack cookies, no ASLR or other exploit mitigations




Ryzenfall-4

DEMO
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2 RW - Read & Write Utility v1.7

Access  Specific Window  Help

o @ ] ] e i | @

Address = 00000000FDA10500
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Problem: Credential Guard Breaks Mimikatz



ci\scd ¢:\AMDFlaws-Mimikatz\mimikatz\x64




Solution: Use PSP to Break Into Isolated VM

Bypass Credential Guard in 3 simple steps



Step 1: Inject payload into PSP

High Level Operating System Virtualization-Based security
LSASS LSAlso

NTLM NTLM support Single sign-
on
Mimikatz | Kerberos support credentials

Hypervisor

& Either Masterkey or Ryzenfall will do
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Step Z: From PSP Inject into Isolated LSA

High Level Operating System Virtualization-Based security
LSASS LSAlso

NTLM NTLM support Single sign-
on

credentials

Mimikatz Kerberos Kerberos support

VTL-1 Payload

Hypervisor

PSP
Payload
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Step 3: Profit!

High Level Operating System Virtualization-Based security
LSASS LSAlso

NTLM NTLM support Single sign-
on

credentials

Mimikatz Kerberos Kerberos support

LsalsoDecrypt() VTL-1 Payload

Hypervisor

PSP
Payload
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Mimikatz

Power-Up

79




Mimikatz -- PSP Power-Up Edition

kerberos :
ssp ¢
credman :

Authentication Id : @ ; 999 (20000000 : 0000037 )
Session : UndefinedLogonType from @
User Name : BIOSTARS

Domain : D2016

Logon Server : (null)
Logon Time : 3/21/2018 11:12:13 AM

SID ; 5-1-5-18
msy !
tspkg
wdigest
* Username : BIOSTARS

* Domain : D2016
* password : (null)
kerberos :
* Username : blosta
* pomain ! D2016.
* password : (null)
ssp !
credman !

mimikatz # exit
Byel

i\



Thank you!
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Side note: Debugging PSP signature exploits

SPI Trace Viewer

SaveTrace |  Display Trace |  Claar Buffer

TIMESTAMP(s) A CMD | ADDRESS DATA
241564066 1 03
242601388 03 000000 FF FF FF FF
289880151 03 IFFFCD E9 &4 FC 8D A4 24 00 00 00 00 60 98 00 00 00 00
FF FF FF FF FF. FF FF FF FF FF FF FF FF FF
C FF 1000 B0 A4 24 00 00 00 00 80 49 00
OF 09 E9 23 FF FF FF 00 00 20 00 00 00 00
2,69913081 l F FF 00 2 5002 58 02 59 02 68 02 69 02 6A 02

OF 09 E9 23
IF FF 00 5002 58 02 59 02 68 02 69 02 6A 0
50 02 6E 02 6F 02 FA BO 01 E6 80 1
BE FO FF &0 3C EA 75 05 EA 56 E0 00 FO 80
02 E6 B0 66 2E OF 01 16 A8 FF OF 20.C0 OC 01 OF
IFFFAB 47 00 60 FF
IFFF A8 47 0060 FFFFFFEBFF
IFFF00 50 02 56 02 59 & 02 69 02 64 02 68 02
6 FA BO 01 €6 80 B8 00 FO
BE D& BE FO FF 60 3C EA 75 05 EA SB £0 00 FO BO
02 E6 B0 66 2E OF 01 16 AB FF OF
IF FF 40 10 FiC B8 08 00 8E 06 8 COBE
66 EA BS FC FF FF 1000 80 A4 24 00 00 00 00 90
00 00 00 00 00 00 00 00 FF FF 00 00 00 93 CF 00

00 00 50 75 06 &6 00 04
666806 00000066 3 -
30FAF4EBFCEIADDI I
'3 02 OF 30 69 18 00 00

Filter

Wrike Enable{0:06) I Normal Read(0x03) I Chip Erase(0xC7) Address Range

Write Disabie(0x04) I Fast Read(0x08) ~ Chip Erase((x60)

Start Fitering ;

Read Status Register(0x0S) [~ Page Program(0x02) [™ Read ID{0xSF) End: Ox[FrrrrT

Wrke Status Regster(0x01) | Sector Erase(0xD8) Others:0x| ¥ Mash Mon Significant Address Bits




